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[SECURE EMAIL USER GUIDE]
The South Carolina Workers’ Compensation Commission installed Web
Messenger, a secure email account offered by the State of South
Carolina through the South Carolina Information Sharing & Analysis
Center. This document is a user guide for how to retrieve and send
secure emails via the State of South Carolina Web Messenger email
account
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Managing your Web Messenger Account

Synopsis

In July 2011, South Carolina Workers’ Compensation implemented the use of Web
Messenger as a method to secure personal identification information to and from
all parties for workers’ compensation communication.
This article document explains how to manage your Web Messenger email account
for those who do not have encrypted email capabilities.
Details

Web Messenger is a secure email account offered to you by the State of South
Carolina through the South Carolina Information Sharing and Analysis Center.
You will use an Internet browser (e.g. Internet Explorer, Netscape) to access any
email sent to you.
Group Email Issues

Group Email accounts have known issues with retrieving secure emails. Group
emails have individual user email addresses attached to the group name. The
sender cannot resolve the individual email addresses attached to a group name.
Only one copy of the email is delivered to the group. Therefore, each user who
opens the email locks the email with their web messenger account and passphrase.
The resolution to this issue, which is not a recommendation but is a work around,
is to have a single passphrase for the group email account. This group passphrase
would need to be maintained and secured by the users of the group email.
The recommended method would be to send individual emails to each email
address in the blind copy box rather than to a group email. It is understood that the
reason for group emails is the ease in maintenance of the group. This is only stated
for informational purposes as a work around if group emails are required by
recipients of secure documents from South Carolina Workers’ Compensation
Commission.

Creating a Web Messenger Account
The first time you receive a secured email, you will be directed to click a link to
read the email message. This link will help you establish your Web Messenger
account.
1. Click the link in your email

2. Your Web Browser will open and take you to the passphrase creation
screen.

2. Enter a new passphrase. Make note of the passphrase recommendations.
Following the recommended guidelines for passphrase creation will help
protect your information.
3. Confirm the new passphrase, and click Continue.

4. Select the Web Messenger delivery option, and click Choose Option. The
Inbox will then appear, and email can be read.

Editing Messages
The options available for editing web messages are:
1. Reply/Reply to all - Click one of these options to send a response to the
sender.

2. Delete - Click this option to remove the message.
3. Print - Click the Printable View button to access the print button.

Composing a New Secure Email
1. The recipient can initiate a secure communication with you by selecting
‘Compose,’ even if they aren’t replying to an existing email. After a period
of inactivity, their account will be automatically deleted to free up licenses.

Changing Your Passphrase
1.
2.
3.
4.

Open the Secure Web Messenger site https://keys.cio.sc.gov
Enter your email address and passphrase and click Login.
Click Settings.
Click Change Passphrase.

5. Enter in a new passphrase.

6. Confirm the new passphrase, and click Continue.
7. The passphrase is now changed and you may close the window or return to
your Inbox.

Forgot your Passphrase
1. Open the Secure Web Messenger site https://keys.cio.sc.gov
2. Click the ‘I lost my passphrase’ link.

3. Enter your email address – the same email address you registered with
(upper/lower case sensitive)
4. Click Send.

5. Check your email as a new email was sent automatically with a link to reset
the passphrase. (If you don’t see an email, check your junk email and save as
a safe sender.)
6. Click the link provided in the email.
7. Enter a new passphrase.
8. Confirm the new passphrase, and click Continue.
9. You will be immediately dropped into your decrypted email after creating a
new passphrase.

