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[SECURE EMAIL USER GUIDE]

The South Carolina Workers” Compensation Commission installed Web
Messenger, a secure email account offered by the State of South
Carolina through the South Carolina Information Sharing & Analysis
Center. This document is a user guide for how to retrieve and send
secure emails via the State of South Carolina Web Messenger email
account
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Managing your Web Messenger Account

Synopsis

In July 2011, South Carolina Workers’ Compensation implemented the use of Web
Messenger as a method to secure personal identification information to and from
all parties for workers’ compensation communication.

This article document explains how to manage your Web Messenger email account
for those who do not have encrypted email capabilities.

Details

Web Messenger is a secure email account offered to you by the State of South
Carolina through the South Carolina Information Sharing and Analysis Center.

You will use an Internet browser (e.g. Internet Explorer, Netscape) to access any
email sent to you.

Group Email Issues

Group Email accounts have known issues with retrieving secure emails. Group
emails have individual user email addresses attached to the group name. The
sender cannot resolve the individual email addresses attached to a group name.
Only one copy of the email is delivered to the group. Therefore, each user who
opens the email locks the email with their web messenger account and passphrase.
The resolution to this issue, which is not a recommendation but is a work around,
Is to have a single passphrase for the group email account. This group passphrase
would need to be maintained and secured by the users of the group email.

The recommended method would be to send individual emails to each email
address in the blind copy box rather than to a group email. It is understood that the
reason for group emails is the ease in maintenance of the group. This is only stated
for informational purposes as a work around if group emails are required by
recipients of secure documents from South Carolina Workers’ Compensation
Commission.



Creating a Web Messenger Account

The first time you receive a secured email, you will be directed to click a link to
read the email message. This link will help you establish your Web Messenger
account.

1. Click the link in your email

O sort by «
3 [l t& Bruce D. Meayer 323 P 21 Raply RAply all Forward
Mew DSIT secured E-Mail The recipient
O] & Bruce D. Mayer 12:28 PM New secured E-Mail receives an email

Re: Your Trial Wersion of Con i i
0 From: Bruce D. Meyer (bdmeyer@cio.sc.gov) like this
e ) W =1 r 217 PR
1 Bruce D. Meyer  12:02 P Sent: Thu 2\12/09 3:23 PM
W Paydates
- To
O & BT Micro Order  11:36 Al
BMT Micro Order Receipt (4¢
FTou have receiwved a New 3ZSecure E-Mail Message from:
O &2 BT Micro Order  11:36 Al
Fileviewear Promotion Product Eruce DI. Meyer <bdweyerfcio.sc.govs
I:I = gg H:E:z g:z::: R;Jée:;:eihl- To read tled Tessage securely, please click THIZlinlk:
(] Microsoft 10:38 Ak https:/ /keys.cio.sc.gov/b/b.e?r=bdmeyerd4:40msn.comen=1ha%2E%
MCP Flash: February 2009 )
| Roxio Online 9:28 A They click this link
Roxio Photashow: Uaarade 1 —

2. Your Web Browser will open and take you to the passphrase creation
screen.

4 SECURE MAIL

u have received an encrypted message from State of South Caroli

Please create a passphrase to secure future messades delivered to you
This serer requires your passphrase to meet the Tollowing reguirerments:

® Theymustbe atleast S characters long
® |trmustinclude an uppercase |etter, a lowercase letter, a digit and a punctuation mark.
For exarmple, "kittycat' is not a valid passphrase, but"k1ttveg@t” is a valid passphrase
Here are some recommendations for protecting your passphrase:
Use an easy to remember passphrase thatyou don't need to write down
Don'tuse obvious passphrases that can be easily guessed.

Don't make your passphrase a single word.
Don'tuse famous guotations.

Passphrase: ||Z| |

Confirm Passphrase: lzl




2. Enter a new passphrase. Make note of the passphrase recommendations.
Following the recommended guidelines for passphrase creation will help
protect your information.

3. Confirm the new passphrase, and click Continue.

Forexample, "kittycat' is not & valid passphrase, hut"kKIttYc@t' is a valid passphrase.

Here are some recommendations for protecting your passphrase:

Use a phrase, not a word. It's
harder to crack.
ltralns mainly in the plains in
Spain.

UUze an easy to rermember passphrase that you don't need to write down.
Don'tuse ohvious passphrases that can he easily guessed.
Dion't make your passphrase a single waord,

Dont use famous guotations.

Passphrase:

Confirm Passphrase:

..and click continue \

4. Select the Web Messenger delivery option, and click Choose Option. The
Inbox will then appear, and email can be read.

L SECURE MAIL

bmpose

[ = Reply |[ <+ ReplyTo Al || @ Delete || Prin
b o X
From: "Bruce D. Meyver” =sbdmever@cio.sc.govs=
t To: "Bruce D Mever" =bdmeyerdd@msn.corms=
1]

Subject: | am a [secure] test

Doe's eat oats

and You will

Mare's eat oats immediately be
and i

Lithe Lambies eat by presented with t_he
a decrypted email.

Soat'll eat vy too
cevoaldn't woue

This is atop secret poerm. Don't let anvone outside «
It could cause the largest econoamic downturn of

Frar



Editing Messages
The options available for editing web messages are:

1. Reply/Reply to all - Click one of these options to send a response to the
sender.

Web Messenger - Message Display - Mozilla Firefox

Hiskory  Bookmarks  Tools  Help

(et @ﬂ ' https: ffkeys. cio,sc,govibim.e?id=IM4HY J7HDTBBIEHMARY ARFFINT A&mid=1&sort=receiveddorder=2

You

jetting Started |:| PIP One-Click |5 | Latest Headlines ﬁ Release Motes |5 | Darknet - The Darkside C‘s Apple EP Yahoo! |j Google Maps 7y YouTube Y

Window w | |N0ne v |

i = W| ~ ReplyToAll || @ Delete ||| = Primt |

e D Meyer" =hdmeyer@ciesc.gov=
- heyer' shdmeyerdd@msn.copl=

From: "
To: "Bruc
Subject: [Secure]

OWWHICH IT IS ADDRESSED, OR IF MISADDRESSED TOWHOM S

ck this option to remove the message.
lick the Printable View button to access the print button.

2. Delete’-
3. Print -



Composing a New Secure Email

1. The recipient can initiate a secure communication with you by selecting
‘Compose,’ even if they aren’t replying to an existing email. After a period
of inactivity, their account will be automatically deleted to free up licenses.

[ = Send H £ Attach “ X Cancel

From: hdmeverddi@msn.com

To: |

Cc: |

Subject: |

Add attachment

To compose a new message, you will need to go to
your inbox, and click '‘Compose.’




Changing Your Passphrase

B wWN R

. Open the Secure Web Messenger site https://keys.cio.sc.gov
Enter your email address and passphrase and click Login.
. Click Settings.

. Click Change Passphrase.

mEEEEN
5" 2 SeBng Heto ) Log

== Seftings ¢ Help &4 Logout

Wyt @0 8¢ gove
My 44 @man come

= Py Message 1 of 1 First | Pyevious | Ned | Last

The 'Settings’ button is at the top 0211209 312 PM
right above the banner.
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T PG Deskiop or SOOVIRIE

Il wwant ta install & =mi=Ell
Caralimna.
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docurmment=.

==phras= 1 ju=t

[
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5. Enter in a new passphrase.
Change Passphrase

This server requires yaur passphrase to meet the following requirements:

* Theymust be at least 8 characters long.
® [trmustinclude an uppercase letter, a lowercase letter, a digit and a punctuati

For example, "kitycat® is not a valid passphrase, but"k1 et is a valid passphrasqd ENter old passwsord (to
confirm your the actual
user who is changing

® Uze aneasyto remember passphrase that you don't need to write down, the password]

® Dontuse obvious passphrases that can be easily guessed.
*® Don'tmake your passphrase a single word.

* [Dontuse famous guotations.

| |
#

Here are some recommendations far protecting your passphrase:

Current Passphrase:

New Passphrase: | | Then create your new
£ password, and click
| continue.
Confirm New Passphrase:
| Go Back | | Continue

6. Confirm the new passphrase, and click Continue.
7. The passphrase is now changed and you may close the window or return to

your Inbox.



Forgot your Passphrase

1. Open the Secure Web Messenger site https://keys.cio.sc.gov
2. Click the ‘I lost my passphrase’ link.

3. Enter your email address — the same email address you registered with
(upper/lower case sensitive)

4.

© o NOo

rolina secure

rgeattes systeon.
o ocessinng of
Lt oelt alved
e Sosth Cas olna
ted recorded, read,
Ll ey theaeweed
LW PRIEVACY N TS
L otertial evedence
o owwy teason. USE
o #e
G, INTERCEPTION.

Passple ase:

Please login 1o access your secure inbox:

1 5OSE My DASSPI DRSS

>

llost my passphrase

-

s awed

Click Send.

Reset Passphrase

until you enter a new one.

Email Address: |sowvadareg@dali.infa|

Check your email as a new email was sent automatically with a link to reset

Enter the email address you
are known to the system as,
and click send.

Flease enter vour email address to receive a link where you can safely reset your passphrase. Your current passphrase will remain active

—
Send

the passphrase. (If you don’t see an email, check your junk email and save as

a safe sender.)

Click the link provided in the email.

Enter a new passphrase.

Confirm the new passphrase, and click Continue.

You will be immediately dropped into your decrypted email after creating a

new passphrase.




Subject: 1am @ [secure] test

Doe's eat oats

and

Mare's eat oats

and

Little Lambies eat vy
a

Goat¥ eat vy too

-

before, you are immediately
A:m,.d into your decrypted
email after creating the new
passphrase.

twouldnt you?)

This is a top secret poem. Dontlet anyone outside of HR read it
It could cause the largest economic downtum of the past 12 months.
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